
DEPARTMENT OF THE ARMY 
HEADQUARTERS, US ARMY ARMOR CENTER AND FORT KNOX 

75 6TH AVENUE 
FORT KNOX, KENTUCKY 40121-5717 

REPLY TO Expires 1 1 May 2009 
ATTENTION OF: 

IMSE-KNX-IMA 11 May 2007 

MEMORANDUM FOR 

Commanders, All Units Reporting Directly to This Headquarters 
Commanders, Fort Knox Partners In Excellence 
Directors and Chiefs, Staff OfficesIDepartments, This Headquarters 

SUBJECT: Fort Knox Policy Memo No. 11-07 - Wireless Network Management Program 

1. References. 

a. AR 25-2, Information Assurance, 14 Nov 03. 

b. Army Best Business Practice Wireless Security Standards, 22 Jun 04, updated 11 Aug 06. 

c. Memo, HQ USAARMC, IMSE-KNX-IMO, 30 Mar 07, subject: Fort Knox Policy Memo 
No. 06-07 - Workstation Baseline. 

d. Memo, HQ USAARMC, IMSE-KNX-IMA, 20 Apr 07, subject: Fort Knox Policy Memo 
No. 9-07 - Mobile Computing Devices (MCDs)/Portable Electronic Devices (PEDs) Security. 

2. Purpose. This policy is to create and disseminate information concerning wireless network 
requirements. 

3. Applicability. This policy applies to all Soldiers, civilians, and contractors who connect to 
the Fort Knox Campus Area Network (FKCAN). 

4. Policy. 

a. All peripheral devices (including but not limited to copiers, multi-function devices, 
printers, video teleconference equipment, etc.,) with wireless capability must have the wireless 
capability disabled. 

b. Documentation showing when scans are conducted and the results are required to be kept 
on file by DOIM for inspection from higher headquarters. The DOIM will conduct periodic 
scans for the following items: 

(1) Wireless connections to the FKCAN. 
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(2) Rogue wireless users or access points and Bluetooth devices. 

c. The FKCAN has enabled media access control locking to prevent rogue devices on the 
network. 

d. All baseline images will be created for the user to select one of three separate hardware 
profiles while booting: wireless, local area network, or modem. When one of the three profiles 
are selected, the remaining two options are automatically disabled (see reference c for more 
information). 

5. Point of contact is Installation Information Assurance Manager, 4-5782. 

MARK D. NEEDHAM 
COI,, AW 
Garrison Commander 


